Protective Security Policy Framework

Table 4 Summary of control measures and certification authority

Control Measure
Entity specific
threat
assessments, for
example police
threat assessment
Entity security risk
assessment

Site security plan
SCEC-approved
Type 1A

SCEC-approved
Type 1 security
alarm systems

Commercial alarm
system

Electronic access
control system Notei

Other zone
requirements
Certification
(including site
inspection)

Zone One

CSO (or security advisor) if the
need is identified in the risk
assessment

CSO (or security advisor)

CSO (or security advisor)
Not applicable

SCEC-endorsed security zone
consultant Nete biliii(regy|ar
servicing by authorised
provider required)

Suitably qualified system
installer or designer Notel
(regular servicing by
authorised provider required)
Suitably qualified system
installer or designer, (current
software patches and no
obsolete components
required)

CSO (or security advisor)

CSO (or security advisor)

Zone Two

CSO (or security advisor) if the
need is identified in the risk
assessment

CSO (or security advisor)

CSO (or security advisor)
Not applicable

SCEC-endorsed security zone
consultant Note il iii(ragyar
servicing by authorised
provider required)

Suitably qualified system
installer or designer

Note i il regular servicing by
authorised provider required)
Suitably qualified system
installer or designer, (current
software patches and no
obsolete components
required)

CSO (or security advisor)

CSO (or security advisor)

Zone Three

CSO (or security advisor) if the
need is identified in the risk
assessment

CSO (or security advisor)

CSO (or security advisor)
Not applicable

SCEC-endorsed security zone
servicing by authorised
provider required)

Suitably qualified system
installer or designer

Note i regular servicing by
authorised provider required)
Suitably qualified system
installer or designer, (current
software patches and no
obsolete components
required)

CSO (or security advisor)

CSO (or security advisor)

Zone Four

CSO (or security advisor) if the
need is identified in the risk
assessment

CSO (or security advisor)

CSO (or security advisor)
SCEC-endorsed security zone
consultant Nt li(regular
servicing by authorised
provider required)
SCEC-endorsed security zone
consultant Nt iii(regular
servicing by authorised
provider required)

Not applicable

Suitably qualified system
installer or designer, (current
software patches and no
obsolete components
required)

CSO (or security advisor)

CSO (or security advisor)

Zone Five

CSO (or security advisor) if the
need is identified in the risk
assessment

CSO (or security advisor)

CSO (or security advisor)
SCEC-endorsed security zone
consultant Note li(regylar
servicing by authorised
provider required)
SCEC-endorsed security zone
consultant N ii(regular
servicing by authorised
provider required)

Not applicable

Suitably qualified system
installer or designer, (current
software patches and no
obsolete components
required)

CSO (or security advisor)

ASIO-T4

i Inclusion of an alarm system or EACS in Zones One and Two are at the entity's discretion.
ii If out-of-hours guard patrols or commercial alarm systems are not used instead.
iii SCEC-endorsed security zone consultants design and commission SCEC Type 1A SAS and SCEC Type 1 SAS in accordance with the requirements of the Type 1 SAS Implementation and Operation Guide.
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