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Protective Security Policy Framework 

н aŀƴŀƎŜƳŜƴǘ ǎǘǊǳŎǘǳǊŜǎ ŀƴŘ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ 

A. tǳǊǇƻǎŜ 
 

 

B. wŜǉǳƛǊŜƳŜƴǘǎ 

B.1 Core requirement 
The accountable authority must: 

a. appoint a Chief Security Officer (CSO) at the Senior Executive Service level to be 
responsible for security in the entity  

b. empower the CSO to make decisions about: 
i. appointing security advisors within the entity 
ii. ǘƘŜ ŜƴǘƛǘȅΩǎ ǇǊƻǘŜŎǘƛǾŜ ǎŜŎǳǊƛǘȅ ǇƭŀƴƴƛƴƎ 
iii. ǘƘŜ ŜƴǘƛǘȅΩǎ ǇǊƻǘŜŎǘƛǾŜ ǎŜŎǳǊƛǘȅ ǇǊŀŎǘƛŎŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ 
iv. investigating, responding to, and reporting on security incidents, and 

c. ensure personnel and contractors are aware of their collective responsibility to 
foster a positive security culture, and are provided sufficient information and 
training to support this. 

B.2 Supporting requirements 
Supporting requirements for management structures and responsibilities 

# Supporting requirements 

Requirement 
1.Security 
advisors 

The CSO must ōŜ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ŘƛǊŜŎǘƛƴƎ ŀƭƭ ŀǊŜŀǎ ƻŦ ǎŜŎǳǊƛǘȅ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ŜƴǘƛǘȅΩǎ ǇŜƻǇƭŜΣ 
information (including ICT) and assets. This includes appointing security advisors to support them in 
the day-to-day delivery of protective security and, to perform specialist services. 

Requirement 
2. 
Security 
procedures 

Entities must develop and use procedures that ensure: 
a. all elements of ǘƘŜ ŜƴǘƛǘȅΩǎ ǎŜŎǳǊƛǘȅ Ǉƭŀƴ ŀǊŜ ŀŎƘƛŜǾŜŘ 
b. security incidents are investigated, responded to, and reported 
c. relevant security policy or legislative obligations are met. 
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# Supporting requirements 
Requirement 
3. 
Reporting 
security 
incidents 

Entities must report significant security incidents to the relevant authority or affected entity, including 
informing: 
 

Reportable incident Note i Report to 

Significant security incidents Attorney-DŜƴŜǊŀƭΩǎ 5ŜǇŀǊǘƳŜƴǘ 
Significant national security-related incidents Australian Security Intelligence Organisation 
Significant cyber security incidents Australian Signals Directorate 
Security incidents that involve 
correspondence of security concerns (as 
defined in the as defined in the Australian 
Security Intelligence Organisation Act 1979) 

Australian Security Intelligence Organisation  

Security incidents involving Cabinet material Department of Prime Minister and Cabinet 
Security incidents involving personnel with a  
security clearance 

Australian Government Security Vetting Agency, 
unless the entity is an authorised vetting agency, 
then the entity CSO 

Contact reporting Australian Security Intelligence Organisation - 
Australian Government Contact Reporting Scheme 

Eligible data breaches Office of the Australian Information Commissioner 
ς Notifiable Data Breaches scheme 

Potential criminal/serious incidents  Australian Federal Police (Commonwealth crimes) 
Local police (state and territory crimes) 

Critical incidents involving public safety Australian Government Crisis Coordination Centre 
Security incidents or unmitigated security risk 
ǘƘŀǘ ŀŦŦŜŎǘǎ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ŀƴƻǘƘŜǊ ŜƴǘƛǘȅΩǎ 
people, information or assets 

Accountable authority (or CSO) of the affected 
entity 

Security incidents involving sensitive or 
classified equipment and services 

Security Construction and Equipment Committee 

Security incidents involving foreign entity 
assets or information 

Entity CSO. The incident may also need to be 
externally reported in line with other reportable 
incident categories in this table. 

Note i There may be other legislative requirements for reporting security incidents. 
Requirement 
4. 
Security 
training 

Entities must provide all personnel, including contractors, with security awareness training at 
engagement and annually thereafter.  

Requirement 
5. 
Specific 
training 

Entities must provide personnel in specialist and high-risk positions (including contractors and security 
incident investigators) with specific security awareness training targeted to the scope and nature of the 
position.  

Requirement 
6. 
General 
email 

Entities must maintain a monitored email address as the central conduit for all security-related matters 
across governance, personnel, information (including ICT) and physical security. 

C. DǳƛŘŀƴŎŜ 

C.1 Management structures 

 

 

 

 

https://www.legislation.gov.au/Details/C2016C01133
https://www.legislation.gov.au/Details/C2016C01133
https://www.oaic.gov.au/privacy-law/privacy-act/notifiable-data-breaches-scheme
https://www.protectivesecurity.gov.au/governance/roleofaccountableauthority/Pages/default.aspx
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Figure 1 Suggested management structure hierarchy for protective security accountability within an entity 

 

Table 1 Management structure accountability for protective security 

Role Accountability 

Accountable authority  Under section 12 of the Public Governance, Performance and Accountability Act 2013 (PGPA 
Act), the accountable authority is the person or group of persons responsible for, and with 
ŎƻƴǘǊƻƭ ƻǾŜǊΣ ŜŀŎƘ /ƻƳƳƻƴǿŜŀƭǘƘ ŜƴǘƛǘȅΩǎ ƻǇŜǊŀǘƛƻƴǎ ς answerable to the portfolio minister for 
the security of their entity (see the PSPF policy: Role of accountable authority). 

Chief Security Officer SES officer (with appropriate seniority) responsible for oversight of entity security arrangements 
across governance, information, personnel and physical security (refer section C.2). 

Security governance 
committee 

Senior committee to support the accountable authority and CSO in achieving protective security 
objectives and monitoring performance, particularly where the entity's arrangements are large 
or complex (refer section C.3). 

Security advisors Personnel appointed to perform security functions or specialist services (refer section C.4). 
Line managers Responsible for positively influencing the protective security behaviour of their personnel 

(including contractors). See the PSPF policy: Ongoing assessment of personnel. 
Entity personnel, 
including contractors 

Responsible for understanding and applying robust security practices to protect government 
people, information and assets. See the PSPF policy: Ongoing assessment of personnel.  

C.2 Chief Security Officer responsibilities 

 

 

                                                         
1 Where another legislative obligation or structural arrangement requires a security advisor to report to another position in the 
entity (eg the Chief Information Officer), the CSO ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǊŜǘŀƛƴ ƻǾŜǊǎƛƎƘǘ ƻŦ ǘƘŜ ŀŘǾƛǎƻǊΩǎ ǎŜŎǳǊƛǘȅ ǊŜƭŀǘŜŘ ŦǳƴŎǘƛƻƴǎΦ 

https://www.protectivesecurity.gov.au/governance/roleofaccountableauthority/Pages/default.aspx
https://www.protectivesecurity.gov.au/personnel/ongoing-assessment-of-personnel/Pages/default.aspx
https://www.protectivesecurity.gov.au/personnel/ongoing-assessment-of-personnel/Pages/default.aspx
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C.2.1 Compatibility with other roles 

 

 

C.3 Security governance committee 

 

https://www.protectivesecurity.gov.au/governance/security-maturity-monitoring/Pages/default.aspx
https://www.protectivesecurity.gov.au/governance/reporting-on-security/Pages/default.aspx
https://www.protectivesecurity.gov.au/governance/reporting-on-security/Pages/default.aspx
https://www.legislation.gov.au/Details/F2018C00014
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C.4 Appointing security advisors 

 

 

 

 

 

 

 

 
























