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1. This policy describes the management structures and responsibilities that determine how security decisions
are made in accordance with security practices. This provides a governance base for entities to protect
their people, information and assets.

2. Effective management structures and responsibilities require people to be appropriately skilled,
empowered and resourced. This is essential to achieving security outcomes.
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B.1 Core requirement

The accountable authority must:
a. appoint a Chief Security Officer (CSO) at the Senior Executive Service level to be
responsible for security in thergity
b. empower the CSO to make decisions about:
i.  appointing security advisors within the entity
i. GKS SyaAirdeqQa LINRPGSOGAGDGS aSOdzNAGE LI I yy A
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iv. investigating, responding tpand reporting on security incidas, and
c. ensure personnel and contractors are aware of their collective responsibility to
foster a positive security culture, and are provided sufficient information and
training to support this.

B.2 Supporting requirements

Supporting requirements fomanagement structures and responsibilities

# Supporting requirements

Requirement The CS@ust6 S NB A& L2y aAotS F2NJ RANBOUGAy3a Fft | NBI
1.Security information (including ICT) and assets. This includes appointing security advisors to support ther
advisors the dayto-day delivery of protective securignd,to perform speciakt services.

Requirement Entitiesmustdevelop anduseprocedures thatensure

2. a. allelementofi KS SyiadAiieqQa aSOdzaNRGe LIy IINB O
Security b. security incidents are investigated, responded to, and reported

procedures c. relevantsecurity policy ordgislative obligations are met
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#

Supporting requirements

Requirement
3.

Reporting
security
incidents

Requirement
4.

Security
training
Requirement
5.

Specific
training
Requirement
6.

General
email

Entitiesmust report significant security incidents to the relevant authority or affected entity, includi
informing

Reportable incident'o®!

Report to

Significant security incidents

Significant national securielated incidents
Significant cyber security incidents
Securityincidents that involve
correspondence of security concerfas
defined in theas defined in thé\ustralian
Security Intelligence Organisation Act 1979
Security incidents involving Cabinet materia
Securityincidents involving personnel with a
security clearance

Contact reporting
Eligible data breaches
Potential criminal/serious incidents

Critical incidents involving public safety
Security incidents or unmitigated security ris
GKFG FFFSOGa GKS LINZ
people, information or assets

Security incidents involving sensitive or
classified equipment and services

Security incidents involving foreign entity
assés or information

AttorneyDSY SNI f Qa 5SLJ NI YS
Australian Security Intelligence Organisation
Australian Signals Directorate

Australian Security Intelligence Orgsation

Department of Prime Minister and Cabinet
Australian Government Security Vetting Agency
unless the entity is an authorised vettiagency,
then the entity CSO

Australian Security Intelligence Organisation
Australian Government Contact Reporting Schen
Office of the Australian Information Commissione
¢ Notifiable Data Breaches scheme

Australian Federal Police (Commonwealth crimes
Local police (state and territory crimes)
Australian Government Crisis Coordination Centr
Accountable authority (or CSO) of tag#ected
entity

Security Construction and Equipment Committee

Entity CSOThe incident mayalsoneed to be
externally reportedn line withother reportable
incidentcategories in this table.

Note i

There may be other legislative requirements for reporting security incidents.
Entitiesmust provide all personnel, including contractors, with security awareness tra#ting
engagementndannually thereafter

Entitiesmust provide personnel in specialist and highk positiongincludingcontractorsand security
incident investigators)vith specific security awareness training targeted to the scope and nature o
position.

Entitiesmust maintain a monitored email address as the cent@iduit for all securityrelated matters
across governance, personnel, information (including ICT) and physical security.
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C.1 Management structures

3.

The PSPF mandates a CSO must be appointed at the Senior Executive Service (SES) level and be empowered

to oversee security across the entity and make security-related decisions. The CSO supports the
accountable authority to protect the entity’s people, information and assets and achieve the requirements
outlined in PSPF policy: Role of accountable authority. Refer to section C.2 for CSO role and responsibilities.

The Attorney-General’s Department recommends that the CSO:

a. be at an appropriately senior SES level, commensurate with managing critical security-related incidents
and emergencies in the entity

b. chair or oversee any security governance committees within the entity (if established), refer to section

C3
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https://www.legislation.gov.au/Details/C2016C01133
https://www.legislation.gov.au/Details/C2016C01133
https://www.oaic.gov.au/privacy-law/privacy-act/notifiable-data-breaches-scheme
https://www.protectivesecurity.gov.au/governance/roleofaccountableauthority/Pages/default.aspx
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c. oversee the preparation of the entity’s PSPF annual security report for the approval of the accountable
authority

d. report to the accountable authority on security matters (see Figure 1)
e. only perform functions that are consistent with overseeing security for the entity

f. oversee! any security advisors within the entity.

Figurel Suggested management structure hierancfor protective security accountability within an entity

Minister

V.
Security governance

committee

(For entities that determine a security oversight
committee is required — not mandatory)

ACCountable Authorlty ............. e .

Chief Security Officer

Security Advisor/s

(CSO appoints as required— Employees and contracted
not mandated) service providers

Tablel Management structure accountability for protective security

Role Accountability

Accountable authority Under section 12 of th@ublic Governance, Performance and Accountability Act G0G&BA
Act), the accountable authority is the person or group of persons responsible for, and with
O2y iNRf 2@SNE SI OK / 2 Y YXangwerdbleftaitfe pdtiglio midisieQfér
the security of their entity (see the PSPF polRgte of accountable authority

Chief SecurityOfficer ~ SES officer (with appropriate seniority) responsible for oversight of entity security arranger
across governance, information, personnel and physical security (refer s€gon

Security governance  Senior committee to support the accountable authority and CSO in achieving protective se

committee objectives and monitoring performangearticularly where the entity's arrangements are large
or complex (refer sectiof®.3.

Security advisors Personnel appointed to perform security functions or spbsi services (refer sectidd4).

Line managers Responsible for positively influencing the protective security behaviour of their personnel
(including contractes). See the PSPF poli@ngoing assessment of personnel

Entity personnel, Responsible for understanding and apptyiobust security practices to protect government

including contractors  people, information and assets. See the PSPF pdingoing assessment of personnel

C.2 Chef Security Officer responsibilities

5. The CSO supports the accountable authority by providing strategic oversight of protective security across
governance, information (including ICT), personnel and physical security to assist continuous delivery of
business operations. The CSO is responsible for fostering a culture where personnel have a high-degree of
security awareness, reinforced through practices that embed security into entity operations.

6. Requirement 1 states that the CSO is responsible for directing all areas of security to protect people,
information (including ICT) and assets. This includes tailoring security arrangements to the scale and
complexity of the entity. The CSO role is the only mandated security title under the PSPF. The intention is
that as a single senior officer with central oversight and responsibility for security arrangements in the
entity, they have the flexibility to delegate the day-to-day activities of protective security where required.

Where another legislative obligation or structural arrangement requires a security advisor to report to another postien in t
entity (eg the Chief Information Officer), the CB@ NB O2YYSYyRSR (2 NBGFIAYy 2@SNRAAIKG
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https://www.protectivesecurity.gov.au/governance/roleofaccountableauthority/Pages/default.aspx
https://www.protectivesecurity.gov.au/personnel/ongoing-assessment-of-personnel/Pages/default.aspx
https://www.protectivesecurity.gov.au/personnel/ongoing-assessment-of-personnel/Pages/default.aspx
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7.

9.

10.

Specific security advisor roles and titles are not mandated under this policy. This provides flexibility for the
CSO to establish and scale security arrangements. The Attorney-General's Department recommends the
CSO ensure sufficient security advisors positions are in place to perform security management functions
(particularly for specialist ICT security services) and ensure continuous delivery of government business.
Section C.4 sets out the recommended specific functions that security advisors be appointed to perform.

Key oversight responsibilities of the CSO include:

a. supporting the accountable authority to ensure the safety of personnel (including contractors, visitors
and clients), information and assets

b. ensuring sufficient security advisors are appointed to perform specific security functions for the entity
(see section C.4)

c. embedding efficient and effective security management awareness and practices by setting the
strategic direction for protective security planning and risk management (refer section C.5)

d. establishing effective procedures to achieve security outcomes that are consistent with the PSPF and
other Australian Government policies and legal requirements (refer section C.6)

e. managing the entity's response to security-related crises, incidents and emergencies in accordance with
the entity's security incident and investigation procedures, and establishing monitoring mechanisms
across the entity (refer section C.7)

f. fostering a positive security culture where personnel understand their responsibilities to manage
security risk (refer section C.8)

g. ensuring information and security awareness training programs are in place so personnel (including
personnel and contractors located or travelling overseas) understand their security obligations (refer
section C.9)

h. establishing security performance measures to monitor procedures to achieve required protections,
address risks, counter unacceptable security risks, and improve security maturity (see the PSPF policy:
Security maturity monitoring)

i. disseminating and managing intelligence and threat information to stakeholders across the entity

j- overseeing preparation of the entity's PSPF annual security report to accurately reflect its security
maturity position and detail how it is addressing areas of vulnerability (see the PSPF policy: Reporting

on security).
The scope and complexity of the CSO role depends on the nature of the entity's business and its risk

environment. For smaller entities, it may be that the accountable authority takes on the role of the CSO
and delegates the day-to-day functions of protective security to appointed security advisors.

The Attorney-General's Department recommends that the CSO has sufficient experience or be trained to
perform the required security leadership and oversight functions.

C.2.1 Compatibility with other roles

11.

12.

Specific security advisor roles and titles (other than the CSO) are not mandated under this policy. Some
entities may wish to maintain established roles of Agency Security Advisor, Information Technology
Security Advisor and Chief Information Security Officer to support the CSO (refer section C.4).

The Attorney-General's Department recommends that for entities that are large, complex or carry high-risk
and require multiple senior officers to manage security-related functions, the CSO be appointed at an
appropriately senior level to manage these responsibilities.

C.3 Security governance committee

13.

Under the Public Governance, Performance and Accountability Rule 2014, entities are required to have an
audit committee to review systems of risk oversight and management. Audit committees perform an
important role in oversight of risk management, including security risks.
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https://www.protectivesecurity.gov.au/governance/security-maturity-monitoring/Pages/default.aspx
https://www.protectivesecurity.gov.au/governance/reporting-on-security/Pages/default.aspx
https://www.protectivesecurity.gov.au/governance/reporting-on-security/Pages/default.aspx
https://www.legislation.gov.au/Details/F2018C00014
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14. In addition, entities may choose to establish a separate security governance committee to support the
accountable authority and CSO by:

a. |

C.4 Appointing security advisors
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